NHO®OPMALIMOHHAS ITAMATKA
JJIAA OBYYAIOIIUXCSA

C KaXXIbIM TI'OAOM MOJIOACKU B I/IHTepHCTC CTAaHOBUTHCA 6OJ'H)IHC, a HIKOJIBHUKU OJHU U3 CaMbIX
aKTUBHBIX IMOJIb30Bareneil Pynera. Mexay TeM, TOMUMO OTPOMHOTO KOJUYECTBA BO3MOXKHOCTEH, UHTEPHET
HECeT U IPo0JIeMBl. DTa maMsAITKa JOJDKHA TTOMOYh TeOe 6€301MacHO HaXOAUTHCS B CETH.

KomnbloTrepHbie BHpPYCHI

KommbioTepHBIE BHUPYC - 3TO Pa3sHOBHIHOCTh KOMIBIOTEPHBIX MPOTPaMM, OTIUYHTEIHHOM
0COOCHHOCTBIO KOTOPOW SIBISIETCSI CLIOCOOHOCTh K Pa3MHOXEHHUIO. B pomnonHeHne K 3TOMY, BUPYChl MOTYT
TTOBPEANTH WM TIOJTHOCTHIO YHHUTOXKHUTH BCE (hailiibl M TaHHBIC, IOJKOHTPOJIBHBIE TIOIB30BaTEI0, OT IMEHU
KOTOpOTO OBlIa 3alyllleHa 3apaXeHHas MporpaMma, a Takke I[OBPEAWTh WIH Jake YHHUYTOXKHTH
OTIEPALMOHHYIO CHCTEMY CO BCeMH (haillaMmu B 11eJIoM. B OONIBIIMHCTBE CiTydaeB pacpoOCTPaHSIOTCS BUPYCHI
Yyepe3 HHTEPHET.

MeTozp! 3a1UThI OT BPEIOHOCHBIX MPOrpamMM:

1. Ucnons3yit COBpeMEHHBIE OIEpallMOHHBIE CHUCTEMBI, UMEIOIIUE CEPHhE3HBIA YPOBEHb 3alllUThl OT
BpPEIOHOCHBIX ITPOrPaMM;

2. [TocTossiHHO ycTaHaBIMBal MadTH (U(POBBIE 3aIUIATKH, KOTOPHIC aBTOMAaTHUECKH YCTaHABITHUBAOTCS
C MENBI0 JOpaObOTKH TPOTPaMMBI) W NPyrHe OOHOBICHHUS CBOCH OIepalMoHHON cucTeMbl. CkaumBail wmXx
TOJILKO ¢ O(HUIMATILHOTO cakiTa paspadorunka OC. Ecnu cyiecTByeT pexuM aBTOMaTHUECKOTO OOHOBIICHUS,
BKJIIOYU €rO0;

3. Paboraii Ha CBOeM KOMITBIOTEpE IO MpaBaMU MOJB30BATENA, a HE aJMHUHUCTpaTopa. JTO HE
MO3BOJIUT OOJNBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJLTMPOBATHCS HA TBOEM MEPCOHATBHOM KOMITBIOTEDPE;

4. MHcnonp3yh aHTUBHpPYCHBIE IpOrpaMMHBIE TPOAYKTHI HM3BECTHBIX TPOU3BOAUTENEH, C
aBTOMAaTUYECKUM OOHOBJICHHEM 0a3;

5. Orpanuub GU3NIECKUI TOCTYH K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII,

6. Mcnonb3yli BHEIIHUE HOCUTEIH WHPOPMAIMY, TaKue Kak ¢uiemka, JUcK uin (aiil U3 MHTEpHeTa,
TOJIBKO U3 POBEPEHHBIX UCTOUHUKOB;

7. He oTKpBIBaii KOMITBIOTEpHBIE (haliyIbl, MONTYUCHHBIC M3 HEHAIEKHBIX HCTOUYHUKOB. Jlaxke Te (aiiml,
KOTOpBIE TIPUCIIAI TBOW 3HAKOMBIN. Jly4llie yTouHH y HETO, OTIPABIISLI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 5T0 He BUJ Hiepeavn JaHHBIX, HE TEXHOJOTHS, a BCETo JIUIIb OpeH, mapka. Emte B 1991 rony
HHUZEpIaHAcKas KoMIaHus 3apeructpuponana openn "WECA", yto obo3Havano cioBocoueranue "Wireless
Fidelity", xoTopslii mepeBomuTCs Kak "OecripoBOIHAS TOYHOCTH .

Jo Hamiero BpeMeHH JoIuIa Jpyras abOpeBuarypa, KOTopas SBISETCS TaKOW K€ TEXHOJOTHUEH. DTo
ab0OpeBuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO IaHO C HAMEKOM Ha CTaHJIAPT BhICIICH 3ByKOBOW TexHuku Hi-
Fi, gT0 B IepeBojic 03HaYaeT "BBHICOKAS TOYHOCTSH'.

Ha, 6ecriaTHBI MHTEPHET-AOCTYN B Kade, OTESIX U a3pOIopTax SBIAETCS OTIAMYHON BO3MOXHOCTBIO
BBIXOZla B MHTepHeT. Ho MHOrMe 3KchepThl CUMTArOT, 4YTo obmenoctymHeie Wi-Fi cetn He sBusroTCS
0e30macHBIMU.

CogeTsl 10 6€30MaCHOCTH pabOTHI B OOMIEAOCTYMHBIX ceTax Wi-fi:

1. He nepenapaii cBoro JinyHyto uH(pOpMaiuio yepes oduienoctynabie Wi-Fi ceru. Paboras B HuX,
JKEJIaTeJIbHO He BBOAUTD NApOJIX AOCTYIIA, JIOTHHBI U KaKHe-TO HOMEPa;

2. Ucnonp3ylt 1 0OHOBJISI aHTUBUPYCHBIE IPOrpaMMbl U Opanamayep. Tem camMbIM Thl 00€30IIaCHIITb
ce0s OT 3aKauKK BUpyca Ha TBOE YCTPOHCTBO;

3. Ipu ucnonezoBannu Wi-Fi otkmioun ¢ynkuro "O0mumid noctyn K QaiinaM u npuatepam”. Jannas
GyHKIMS 3aKphiTa O YMOJYaHHIO, OJHAKO HEKOTOphIE MOJNb30BaTeNId aKTHBHUPYIOT €€ Al yaoOcTBa
WCTIOh30BaHUs B paboTe Win y4eoe;

4. He wucnonp3yit myonmunbii WI-FI nns mepemaum JUYHBIX JaHHBIX, HApUMEp JUIS BBIXOJA B
COLMANIbHBIE CETH WX B SIEKTPOHHYIO MIOYTY;

5. Wcmonp3yii Tonmpko 3ammineHHoe coemuHenue uyepe3 HTTPS, a e HTTP, t.e. mpu Habope BeO-
anpeca BBoIW uMeHHO "https://";

6. B moOunsHOM Tenedone otkimoun ¢(ynkumio "llogxmiouenne k Wi-Fi aBromarmuecku”. He
JIOITyCKail aBTOMAaTHYECKOTO MOAKIIIOUEHHs ycTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.



ConmpajabHble CeTH

CouunanbHbIe CETH aKTUBHO BXOJST B HAIIy KU3Hb, MHOTHUE JIIOAW Pa0OTAIOT U KHUBYT TaM MOCTOSHHO,
a B Facebook yxke 3apeructpupoBaH MWIIIHAp] YeJOBEK, YTO SIBISETCS OJHOW CEIbMOM BCEX KHUTENeH
Iu1aHeTbl. MHOTHE I0JIb30BaTeNId He TIOHUMAIOT, YT0 MH(OpMaLs, pa3MELIeHHasi MU B COLMANIBHBIX CETAX,
MOXKeT OBITH Hali/IeHa U UCTIOIb30BaHa KeM YTOIHO, B TOM YHCIIE HE 0053aTeNbHO ¢ OJaruMi HaMepEeHNIMHU.

OcHOBHBIE COBETHI IO OE30MACHOCTH B COLUATIBHBIX CETAX:

1. Orpanuus ciucok Apy3el. Y 1e0st B APY3bsAX HE NOJKHO OBITH CIIyYalHBIX U HE3HAKOMBIX JIFOICH;

2. 3ammmiail cBoIo 4acTHYIO XU3Hb. He ykaspiBail mapomnu, TenedoHsbl, agpeca, JaTy TBOECTO POXKICHI
U IPYTYIO JTUYHYI0 UHQOPMAINHIO. 3IOYMBIIUIEHHHKA MOTYT MCIOJIb30BaTh Aake WHPOPMAIHIO O TOM, KaK
TBI ¥ TBOW POAUTEINN IUIAHUPYETE POBECTH KAHUKYIIBI;

3. 3ammmiail CBOIO PEMyTalMIo - AEPKH €€ B YUCTOTE U 3a/1aBail cebe BOIPOC: XOTeN Obl Thl, YTOOBI
JpyTHe MOIb30BaTeNN BUIENH, YTO ThI 3arpyxaemib? [lomymaii, mpexk/ie yeM 4To-TO OMyOJIMKOBAaTh, HATUCATh
U 3arpy3UTh;

4. Ecnu TBI TOBOPHILG C JTHOAbMH, KOTOPBIX HE 3HAEIIb, HE HCIONB3YH CBOE PEANBHOE UMS U JPYTYIO
JTMYHYIO HH(OpMAaLUK: NMSI, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOUEE;

5. M36eraii pasmernienus ¢ororpaduii B UaTepHeTe, re Thl H300paKEH Ha MECTHOCTHU, MO KOTOPOH
MOYKHO OTIPENIEIUTH TBOE MECTOIIONIOKEHHE;

6. IIpu perucrpanuy B COMAIHLHON CETH HEOOXOJMMO MCIIOIH30BATh CIIOKHBIE TTAPOIIH, COCTOSAIINE U3
OyKB ¥ QP ¥ C KOJTHMYECTBOM 3HAKOB HE MeHee §;

7. dns counanbHON CeTH, MOYTHI U APYTHX CATOB HEOOXOAWMO MCHONB30BaTh pasHble maponu. Toraa
ecnu Te0st B3JIOMAIOT, TO 3JI0YMBILIICHHUKH TIOJTy4ar AOCTYII TOJIBKO K OAHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHBIE IeHbIH

ONeKTpOHHbIE JCHBIM - 3TO OYEHb YIOOHBIN croco0 IulaTexel, OIHAKO CYLIECTBYIOT MOIICHHHKH,
KOTOpBIE XOTAT MOJYYHUTh 3TU JECHBIH.

OJNEeKTpOHHBIE IEHBI'H MOSIBIJIMCH COBCEM HEAABHO U UMEHHO M3-3a 3TOT0 BO MHOTHX rocyaapcTBax 10
CHX IIOp HE IIPOMNKCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (GYHKIMOHHPYIOT M O HUX YK€ NPONHCAHO B 3aKOHE, INle MX pa3’eisioT Ha
HECKOJIBKO BHJIOB - aHOHHMHBIE M HE aHOHHMMHBIE. PasHHUIIa B TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX
pasperaeTcs IpoBOAUTH omnepanuu 0e3 WAeHTH(UKAMK MOJIb30BaTeNs, a B HEAHOHUMHBIX MICHTH(UKAINS
MIOJIb30BATEINS ABJISIETCS 00S3aTEIBHOM.

Takxe cnenyeT pasziamyarh JJEKTPOHHBIE (MAaTHBIE ACHBI'W (PaBHBI TOCYJAPCTBEHHBIM BANIOTAM) H
3NIEKTPOHHBIC He(hUaTHbIC AEHBIU (HE PaBHBI FOCYIAPCTBEHHBIM BaJIOTaM).

OcHOBHBIE COBETHI IO 0€30MacHOl paboTe ¢ IEKTPOHHBIMH JCHBIAMHU:

1. [NpuBsku K cueTy MOOWIIBHBIN TelaeoH. DTO camblil yIOOHBIH U OBICTPBIH COCO0 BOCCTAaHOBHUTH
JOoCTym K cuetry. [IpuBsizaHHbIl TeTeQOH MOMOXKET, €clii 3a0yJelb CBOW TUIATeKHBIM Mapoib WIN 3aiiielib
Ha CaliT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Vconp3yit omHOpa3oBsie mapoin. [locie nepexona Ha YCHICHHYIO aBTOPH3AIUIO TeOe yke He OyIeT
YIpoXarh ONAaCHOCTh KPa)kyl WJIM TiepexBaTa MJIaTexHOro Maposis;

3. Beibepu crnoxnblil mapons. [IpectynHukam OyaeT He MPOCTO yrajaTh CIOKHBINA mapoib. HagexHble
TApOJIK - ATO MAPOJH, KOTOPBIE COIepKaT He MEHee 8 3HAKOB M BKIIIOYAIOT B Ce0S CTPOUYHBIE M MPOIUCHBIE
OyKBBI, IU(QPBI U HECKOJIHKO CHMBOJIOB, TaKME Kak 3HAK Jojuiapa, (yHTa, BOCKIMIATENLHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIEC JaHHBIE HA CaiiTaX, KOTOPHIM HE JOBEPSCIb.

DJIeKTPOHHAS MOYTA

OJNEKTPOHHAS MOYTA - 3TO TEXHOJOTUS U MPENOCTABISIEMBIE €0 YCIYTH IO MEPECHUIKE U MOIYYEHUIO
ANIEKTPOHHBIX COOOIICHHUN, KOTOPBIE PACIPEICIIAIOTCS B KOMIBIOTEPHOH ceTH. OOBIYHO 3IICKTPOHHBIN
MOYTOBBIA SIMIMK BBINIAIUT CICAYIONMM 00pa3oM: HMsl_IMOJb30BaTEII(@UMS_JOMEHa. Takke Kpome
nepeadu MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIepenaBaTh (paiiibl.

OCHOBHBIEC COBETHI 110 O6€30IMacHOM paboTe ¢ AMEKTPOHHON TTOYTOMU:

1. Hagmo BHIOpaTh NpaBUIIBHBIN MOYTOBBIN CepBUC. B MHTEpHETE €CTh OIPOMHBIN BBHIOOP OCCILIATHBIX
MIOYTOBBIX CEPBUCOB, OJTHAKO JTyUIlIE TOBEPATH TEM, KOTO 3HACIIb U KTO NEPBBIN B peUTHHTE;



2. He ykaspiBall B IJM4HOW mouTe JM4Hyr uHpopMmanuio. Hampumep, ny4me BbIOpaTh
"My3bIKanbHBINA _(panat@" wim "pox2013" BmMecto "Temal3";

3. Hcnonp3yil ABYX3TAalHYI0 aBTOPU3ALMIO. OTO KOIJAa INOMHMO I[apoyisi HY>KHO BBOIWUTH KO/,
npuckuiaeMsbiit o SMS;

4. BeiOepu crnoxHbIH maposb. s Kakaoro MOYTOBOTO SIIHMKA JIOJDKCH OBITh CBOW HAaJC)KHBIM,
YCTONYMBBIN K B3JIOMY 1apOJib;

5. Ecnu ecTh BO3MOXHOCTh HAITUCATh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIOJB3YH 3Ty BO3MOXKHOCTB;

6. VMcnonp3yii HECKONBKO MOYTOBBIX SIIUKOB. IlepBbIM 171 YacTHOM MEpEenucKH C aapecaTraMu,
KOTOPBIM ThI AOBEPsEIIb. JTO IEKTPOHHBIA aapec He Ha/l0 UCIOIb30BaTh NPH PErHCTpaliy Ha GopyMax H
caiiTax;

7. He oTkpeiBail Qaiinbl U Apyrue BIOKEHUS B MHChMax, NaKe €CITU OHH MPHILTH OT TBOHX JIPY3Ei.
Jlydie yTo4HN Y HUX, OTHPABIISUIN JIM OHHU TeOe 3T (aiinebl;

8. Ilocne okoH4YaHUs! pabOTHl HA IIOYTOBOM CEpPBHUCE IIEPE 3aKPBITHEM BKJIAJIKU C CaliTOM He 3a0yab
Ha)kaTh Ha "BeiiT".

Kuo6epOy anHr ujim BUPTyajabHOE U3/1eBaTeIbCTBO

KubepOymumuHr -  mpeciieioBaHHE COOOIICHUSMHU, COICPXKAIMUMU  OCKOPOJICHUS, arpeccuro,
3aIyTUBaHUE; XYJIMTAHCTBO; COIIMATbHOE OOHKOTUPOBAHHE C TIOMOIIBIO Pa3IUYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 110 00pbOe ¢ KNOEpOYIITHHTOM:

1. He Gpocaiics B 60ii. Jlydmmii crtoco0: mOCOBETOBATHCS KaK ce0s BECTH W, €CIH HET TOTO, K KOMY
MOXXHO OOpaTUThCs, TO BHauaje YCHOKOWThCA. EciM Thl HavHeNb OTBeYaTh OCKOPOJCHHSMH Ha
OCKOPOJIEHUS, TO TOJIBKO ellle OOJBIIE Pa30oiKeNnTh KOH(IUKT;

2. Yrpasnsii cBoel KnbepperyTanueii;

3. AHOHUMHOCTH B ceTH MHUMAas. CyIIeCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 32 AHOHHMHBIM
aKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUI 00pa3 BUPTyalbHOU XKu3HU. HTEpHET PUKCHPYET BCe TBOM JICHCTBHS
Y COXpaHseT UX. YIAIuTh UX OyAeT KpailHe 3aTpyIHUTEIBHO;

5. Cobmronaii cBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. UWrHopumpyi emuHWYHBIA HeraTwB. OmHOpa30BBIE OCKOPOWUTENBHBIC COOOIICHUS  JIydIle
urHopupoBaTh. OOBIYHO arpeccus MpeKpaniaeTcs Ha Ha4aJbHON CTa Ny,

7. Ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHHUSMU, B COIIMATBHBIX CETAX €CTh
BO3MOXHOCTh OJIOKHPOBKH OTIIPABKU COOOIIEHHMIA C ONIPEICIICHHBIX aJIPeCcOB;

8. Ecim TBI cBumerens kubepOymumHra. TBoW IEHCTBHUS: BBICTYIUTH TMPOTHB IPECICIOBATEINS,
MIOKa3aTb €My, YTO €ro JEHCTBHS OLICHUBAIOTCS HETaTUBHO, NOAJAEpXKaTh XKEPTBY, KOTOPOM HYKHa
TICUXOJIOTHYECKask TIOMOIIb, COOOIIUTE B3POCIBIM O (DaKTe arpeCCHBHOTO ITOBEICHUS B CETH.

MoOuibHblii Tesedon

CoBpemeHHBIe cMapTHOHBI U TUIAHIIETHl COEpKaT B ceOe BITOJIHE B3POCTBIA (DYHKIIMOHAN, W TEHeph
OHHM MOTYT KOHKYypHUpPOBaTh CO CTAllMOHAPHBIMHA KOMITbIoTepaMu. OFHAKO, CPECTB 3aIIUThI JJIS MOZOOHBIX
YCTPOMCTB TIOKa O4Y€Hb Majio. TeCTHPOBAaHUE U MOUCK YSA3BUMOCTEW B HUX MPOHUCXOIUT HE TaK MHTCHCUBHO,
kak i [1K, To ske camoe kacaeTcst © MOOMIIBHBIX TPUIIOKESHUH.

CoBpeMeHHBIE MOOWIBHBIE Opay3ephl YK€ NPAKTHYECKH TOTHAIM HACTOJIBHBIC aHAJIOTH, OIHAKO
pacuupenne GpyHKIMOHANA BICYET 38 COO0H OOJBIIYIO CIIOKHOCTh U MEHBIIYIO 3alIUIICHHOCTb.

Jlaieko He BCE MPOM3ZBOAMTENH BBIMYCKAIOT OOHOBJICHHS, 3aKPBHIBAIOIIUE KPUTUYECKUE YSI3BUMOCTH
JUTSL CBOMX YCTPOMWCTB.

OCHOBHBIE COBETHI JijIsl 0€30MaCHOCTH MOOUIBHOTO Tee(oHa:

Huuero He siBisieTcs mo-HacTosieMy OecIuiaTHBIM. Byabp ocToposkeH, Benb Korga TeOe Mpeniararor
OecCITaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIaTHBIE YCITYTH;

Hymaii, npexxae uem ormnpaButb SMS, ¢oTto nin Buneo. Tol TOUHO 3HACIIH, IJIe OHU OyAYT B KOHEYHOM
urore?

Heo06xonuMo 0OHOBIATH ONEPAalMOHHYIO CUCTEMY TBOETO cMapTQOHa;

Hcnons3yii aHTUBHPYCHBIE TPOTPAMMBI JIJISI MOOIITEHBIX TeIe(OHOB;

He 3arpy>1<aﬁ IMMPUIIOKCHUA OT HEU3BECTHOI'O0 MCTOYHHUKA, BEAb OHHU MOT'YT COACPKATb BPEIOHOCHOC
nporpaMMHoOe 00ecreyeHue;

[Toce Toro kak ThHI BBIHAENIL C CaiiTa, TA€ BBONWI JUYHYH WH(OPMAIMIO, 3alili B HACTPONKH



Opay3epa u ynanu cookies;
[Neprogmaeckn MpoBepsiii, KakKe IIaTHBIE YCIYTH aKTUBHPOBAHBI HA TBOEM HOMEDE;
JlaBaii cBOif HOMEp MOOMIBHOTO Tele(oHa TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEpSCIIb;
Bluetooth momkeH OBITH BBIKITIOUEH, KOT/Aa Thl UM HE Toyib3yelibes. He 3a0biBail MHOTAA MPOBEPSTH
3TO.

Online urpsl

CoBpeMeHHBIE OHJIAH-UTPBI - 3TO KPACOUYHbIC, 3aXBaThIBAIOIINE Pa3BICUCHHUS, OOBEANHSIOINE COTHH
THICSIY YEJIOBEK IO BceMy MHUpy. WIrpokr HCCIEAyIOT NaHHBIA UM MHp, OOIIAIOTCA APYT C APYIoM,
BBITIOJHAIOT 33JIaHMs, CPAKAIOTCS C MOHCTPAMHU U MOJYYaroT OMBIT. 32 YOBOJIBCTBUE OHU IUIATST: MOKYMAIOT
JICK, OIUTaYMBAIOT ADOHEMEHT WIIM MPHOOPETAIOT KaKKUe-TO OILIUH.

Bce stm cpenctBa MayT Ha HOAJEp)KaHHUE M pPa3BUTHE WIPHl, a TaKXKe Ha caMy O€30MacHOCTB:
COBEpILECHCTBYIOTCS CHUCTEMBbl aBTOPH3allMH, BBIIMYCKAIOTCA HOBBIE TaTdd (UMGPOBBIC 3arUIaTKH IS
MIPOrpamMM), 3aKphIBAIOTCS YA3BUMOCTH CEPBEPOB.

B nonoOHBIX UTrpax CTOUT OIlacaThCsi HE CTOJIBKO CBOMX COIIEPHUKOB, CKOJIBKO KPaskKd TBOETO IapoJls,
Ha KOTOPOM OCHOBaHa CHUCTEMa aBTOPH3aLUH OOJIBIIMHCTBA UIP.

OcCHOBHBIE COBETHI TI0 O€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecniu apyroit urpok BeAet cedst II0Xo WM Co3AaeT Tebe HeMPHUITHOCTH, 3a0JI0KUpPYH €ro B CIIUCKE
WUTPOKOB;

2. loxanmyiics afMUHECTPATOpaM UTPHI HA TIOXOE MTOBEJCHHE 3TOTO UIPOKA, JKEJIaTeIbHO MPUIIOKHUTD
KaKHe-TO J0Ka3aTelIbCTBa B BUJIE CKPUHOB,

3. He yka3pIBaii muunyro nH(pOpMAaIuio B mpodaiiie urpsr,

4. YBaxkail IpyTUX YYaCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeopuIMaIbHbIE TIATYH U MOJIBI;

6. Ucnionp3yii C1OKHBIE U pa3HbIC IAPOIIH;

7. Jlaxxe BO BpeMsI UTPbl HE CTOUT OTKIJIIOYaTh aHTUBUpPYC. [I0Ka ThI Urpaelib, TBOW KOMIIBIOTEP MOTYT
3apa3uTh.

DOUIIHHT WIH KpaiKa JIUIHbIX JaHHbIX

OOBIYHOM KpaXkel JeHer U JOKyMEHTOB CETO/IHS YK€ HUKOTO HE YAWBHILb, HO C Pa3BUTHEM MHTEPHET-
TEXHOJOTUH 3JIOYMBIIUICHHUKU IEPEMECTHINCh B HMHTEPHET, M NPOJOJDKAIOT 3aHUMATbes 'MoOMMBbIM"
JIEJIOM.

Tak mosBHiach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WJIM (DHIIMHT, IJIaBHAas Ielb KOTOPOTO
COCTOUT B MOJY4YEHHH KOH(HUIECHIMANBHBIX JaHHBIX MOJb30BaTeIeH - JOTMHOB U naposneil. Ha anrmmiickom
s3bike phishing unTtaercs kak pummaT (0T fishing - perOHas 10Bys1, password - Tapoib).

OcHOBHBIE COBETHI TI0 O0pBOE ¢ YUIIMHTOM:

1. Cnenn 3a cBoMM akkayHToM. Eciu ThI momo3peBaelib, YTO TBOsL aHKeTa ObLIa B3JIOMaHa, TO
HEo0X0ANMO 3a0JI0KHPOBaTh €€ M COOOIINTh aJIMUHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO CKOpee;

2. Ucnons3yii Oe3omnacHble BEO-CaiiThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U IIOMCKOBBIX CHCTEM;

3. Hcnonp3yid cloXHBIE W pa3Hble mapoiau. TakuM oOpa3oM, eciu TeOs B3JIOMAlOT, TO
3JI0yMBIIIJICHHUKY TTOJTy4aT AOCTYII TOJBKO K OAHOMY TBOEMY MPOQHIIIO B CETH, a HE KO BCEM;

4. Eciiz Te0s1 B3IOMaTH, TO HEOOXOIUMO TIPEIyIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIC TOOABJICHEI y
TeOs1 B JPY3bsSX, O TOM, YTO Te€OS B3JIOMAalM W, BO3MOXKHO, OT TBOEr0o UMEHHU OyJET pacchuiaThCs CliaM U
CCBUIKH Ha (DUILMHTOBBIE CANTHI;

5. YcranoBu HajexHbIN apois (PIN) Ha MOOMITBHEIH TenedoH;

6. OTKIIIOYHN cOoXpaHeHue mapoist B Opaysepe;

7. He oTkpeiBail Qaiinbl u Apyrue BIOKEHUS B MHChMax, JaKe €CIU OHH MPHILUTH OT TBOHUX JIPY3€il.
Jlydie yTo4HN Y HUX, OTHPABIISIIN I OHHU TeOe 3TH (aiibl.

Hudposas penyranus

Hudpomass pemyramus - 3TO HETaTUBHAS WIM IO3WTHBHAS WHGOpPMAIUI B CEeTH O Tebe.
Kommpometnpytomas napopmanus, pa3MenieHHast B UHTEpPHETE, MOXKET Cephe3HBIM 00pa3oM OTPa3HUThCS Ha
TBOeH peanbHON >ku3HH. "Lludposas pemyramus" - 3TO TBOH HMMUIK, KOTOPBIA GopMupyercs u3
uHpOpMaIKU 0 TeOe B MHTEPHETE.



TBoe MecTo KHUTENbCTBA, YU€Obl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa U paccKasbl
0 ONTM3KHUX - BCE 3TO HAKATUINBACTCS B CETH.

MHorue NoIpOCTKY JETKOMBICIIEHHO OTHOCSITCS K IyOJIMKaIuK JTHYHON nHpopManuu B HTEepHETE, HE
NOHMMasi BO3MOXKHBIX TOCiencTBuil. Thl Jgake HE CMOXEIIb J0rajgaThcs O TOM, 4TO QoTtorpadus,
pasMelieHHast 5 JeT Ha3aj, CTajia MPUYUHOM 0TKa3a MPUHSTH TeOst Ha padoTy.

KommenTapuu, pazmenieHne TBOUX (otorpaduii v Apyrue JSHCTBHS MOTYT HE UCUC3HYTh JIaKe TOCie
TOTO0, KaK ThI X yaiuiib. Thbl HE 3HACIb, KTO COXPAHWI 3Ty WH(OPMAIHIO, MOMANa JIH OHa B MOUCKOBBIC
CHCTEMBI U COXpPAHMIIACH JIM OHA, a TIIABHOE: YTO MOIYMAIOT O TeOe OKPYKAIOIIHE JIFOMH, KOTOPbIe HANIYT U
yBUIAT 3T0. HailTn nHpOpMAIMIO MHOTO JIET CIYCTS CMOXET JTF000M - KaK U3 OOPBIX MOOYXKIACHHMA, TaK U C
HaMEpPeHUEM NPUYMHUTD BPEI. DTO MOXKET OBITh KTO YTOIHO.

OCHOBHbIE COBETHI M0 3aIHUTE U(PPOBOI permyTaluu:

1. Tlomymaii, mpex /e yeM YTo-TO MyONUKOBAaTh U MepeaaBaTh y ce0s B OJIOre WK B COIIMANTBHON CETH;

2. B mHacTtpoiikax mpoQuis YCTAHOBH OrPAaHWYCHHS HA TMPOCMOTP TBOETO MNPOGHUIS H €ro
COJIEpKUMOT0, CZieslaii ero ToNbKO "ass Apy3en";

3. He pa3sMmeniaii u He yka3biBail HHPOPMAIIUIO, KOTOPAs MOXKET KOT0-JIN0O OCKOPOJISATh HUIIH OOMKATh.

ABTOpCKOE TPaBO

CoBpeMeHHBIC IIKOJIBHUKH - aKTUBHBIE TIOJIH30BATENN TUGPOBOro mpocTpancTBa. OMHAKO JAJIEKO HE
BCE 3HAIOT, YTO TOJH30BaHNE MHOTUMH BO3MOXKHOCTSIMH IH(PPOBOTO MHpa TpeOyeT COOMOACHMS MpaB Ha
HWHTEJUICKTyJIbHYI0 COOCTBEHHOCTb.

TepmuH "wHTEIUIEKTyalbHAs COOCTBEHHOCTH' OTHOCHTCS K Pa3iIMYHBIM TBOPEHUSM YEIOBEYECKOTO
yMa, HauWHas C HOBBIX M300pETeHWH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U yCIYTH, H
3aKaH4YMBasi KHUramu, GoTrorpapusMu, KHHOPHUIbMAMHU U MYy3bIKAJIbHBIMU TIPOU3BEICHUSIMHU.

ABTOpPCKHE TpaBa - 3TO MpaBa Ha WHTEIUICKTyaJIbHYK0 COOCTBEHHOCTh Ha TPOU3BEICHUS HAYKH,
JUTEPAaTypbl M HUCKYCCTBAa. ABTOpPCKHME TpaBa BBICTYHNAlOT B KAauecTBe TrapaHTHM TOroO, 4YTO
WHTEIUIEKTYallbHBIA/TBOPYECKUI TPy aBTOpa He OyJeT HalmpacHBIM, JacT €My CIIPaBeIIMBBIE BOZMOYKHOCTH
3apaboTarh Ha pe3yJibTarax CBOETO TpyJa, MOJIYYHTh M3BECTHOCTh M INpu3HaHue. Hukro 0e3 paspeiieHus
aBTOpa HE MOXET BOCIIPOU3BOAUTH €rO IMPOU3BEICHHE, PACIPOCTPAHATh, MYOIUYHO JIEMOHCTPUPOBATH,
MpoaBaTh, UMIIOPTUPOBATE, ITyCKaTh B TIPOKAT, ITyOJUIHO HCTIONHATH, TOKA3BIBATH/UCTIONHATE B d(hHUpe HITH
pa3Memarh B lHTEepHETE.

Hcnonp3oBanne "muparckoro” mporpaMMHOTO OOSCIICUEHHSI MOXKET MPUBECTH K MHOTHUM PHCKaM: OT
MOTEPHU JAHHBIX K TBOMM aKKayHTaM JIO0 OJOKMPOBKH TBOETO yCTPOWCTBA, IJIE YCTAHOBJICHA HeJerallbHas
nporpamma. He cTouT takxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTAIBHBIC W OCCIUTATHBIC MPOTPAMMBI, KOTOPHIC
MOYKHO HalTH B CETH.

O nopraJie
CeTeBHYOK.p] - TBOH IMIABHBIA COBETUYMK B CETH. 374€Ch Thl MOXKEIIb y3HaTh O OE30MAaCHOCTH B CETH

MOHATHBIM U JOCTYITHBIM SI3BIKOM, @ TIPY BO3HUKHOBEHWHU KPUTUYIECKON CHTyallnu OOpaTUTHCA 32 COBETOM. A
TaKXe MPUHATH Y9acTHe B KOHKYPCax M CTaTh CaMbIM IU(POBBIM IpaXKTaHHHOM !
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